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In the past, the only applications that were able to use ARM were those with ARM built in. By building it into the application platform, Apache, the benefits of ARM can be brought to a wider audience. Two approaches to adding ARM to Apache are examined: one is a request based transaction monitor that treats each page as a request, and the second is through a series of APIs exposed to users of PHP and similar modules.

1. Introduction

The ARM (Application Response Measurement) standard has been around for many years; first as a standard of the Computer Measurement Group (CMG) [1], then as a standard of the Open Group [2]. Although it is currently in its fourth major revision, adoption by the industry has been limited at best. Applications have to be written with ARM in mind, and there is no way to add ARM to a pre-packaged program. This paper is an attempt to address both these problems by providing an environment that is easy for novices to begin measurements, sophisticated enough for advanced users, and light in terms of system overhead.

The Apache web server [3] is one of the most commonly used applications and application environments on the Internet today. In its simplest form, it is just a web server serving static web pages. More commonly, it is used as an applications platform running programs written in PHP [4], Perl [5], Python [6], and other languages. Transactions are clearly defined due to the request-response architecture of the HTTP standard. It is an extensible architecture that allows the administrator to enhance functionality with dynamically loaded modules. All of these make the Apache program a good candidate for building ARM into the application environment instead of the individual applications. Keeping this lightweight and simple may also improve adoption of ARM measurement in general.

2. Implementation

Apache was ARMed using two dynamically loadable modules. The first, mod_arm, provides a generic capability that is transparent to the user and can be selectively enabled. The second, phparm, is an extension to the PHP scripting language that allows the PHP programmer to embed ARM calls in their programs.

This is not an ARM agent implementation. It still relies on the availability of an external ARM agent, and interfaces with the agent using standard ARM 2.0 calls.

mod_arm [7]

The Apache runtime environment was designed to be extended with dynamically loaded modules. It provides a number of “hooks” that allow the module developer to inject their code into specific points along the transaction pipeline. This module was written to be used with the Apache 2 platform.

One of the primary design goals for this module was transparency to the web application developer. This would allow the administrator to examine application performance without requiring the application developer to learn any new skills, and without requiring recoding of existing applications.

The module needed to be selective in what it measured. For example, if a web server hosts multiple applications, it should be possible to instrument one of them without adding additional overhead to other applications on the server. Similarly, it should be easy to temporarily disable measurements without a major reconfiguration of the server.

All of this is achieved using Apache configuration directives. They may be specified server wide, in which case they apply to all applications, or to a specific directory within the application. They may be enabled or disabled at each level. The administrator provides the name of the application within the configuration files, a user name if desired, and the module provides the transaction information based on the object requested.

The downside of using this technique is that the request has to be partially processed before the appropriate configuration directive can be known.

Example of a mod_arm configuration:

<Directory /srv/www/htdocs/webmail_application>


Arm on


ArmApplication webmail


ArmUser example.com


ArmTransaction mail


ArmTransactionInfo “Web interface to email”


Apache Options…

</Directory>

phparm [8]

The PHP arm implementation is very different. It is not transparent to the application programmer, but instead exposes the ARM API to the PHP programmer with a PHP language binding. While this could (and eventually will) provide a more complete language binding, it currently implements a simplified version of the API to prove the concept.

The implementation is similar to mod_arm in that it is a dynamically loaded module.  No module-specific configuration is required.

Example of PHP ARM code:

$app_id = arm_init ("PhpApache", "*");

$tran_id1 = arm_getid ($app_id, "PhpApache", "PhpApache Test Page");

$run_id1 = arm_start ($tran_id1);

… PHP Stuff …

arm_stop ($run_id1, 0);

mod_log_firstbyte [9]

The mod_log_firstbyte module measures the time elapsed between the connection being read and the first byte being served. It is more lightweight than the mod_arm module, and hooks into the processing chain much earlier.

Although not part of the development for ARMing apache, it is also tested for comparison.

3. Testing

To test the various techniques described in the previous section, a simple multi-tiered application was written in PHP that randomly accesses a database on another server. The web server was then driven using an open source web load tester (OpenSTA). Five users were active on the server at any time, with requests being chained serially.

The first measurement was taken without any instrumentation to provide a reference in terms of processing overhead. Each measurement type was implemented individually for comparison. In the case of mod_arm, it was tested with the enabling switch in both the “On” and “Off” positions. Response times were as measured at the client.

The processing requirement was calculated by recording the CPU consumed by the application over a one-hour period, and dividing by the number of pages served. All processing and ARM measurements were performed using HP’s OpenView Performance Agent (OVPA) [10].

The second part of the study looked at accuracy of measurement. All modules were loaded simultaneously and loaded in the same way as for the previous study.

4. Results

Table 1: Performance Overhead

	Test
	CPU Per Page (msec)
	Pages/sec

	
	Apache
	OVPA
	

	Baseline
	5.994
	0.029
	155

	mod_log_firstbyte
	6.034 (+0.7%)
	0.030 (+3%)
	154

(-0.6%)

	mod_arm on
	7.319 (+22%)
	0.552 (+1803%)
	123

(-21%)

	mod_arm off
	6.438 (+7.4%)
	0.030 (+3%)
	144

(-7%)

	phparm
	7.513 (+25%)
	0.329 (+1304%)
	122

(-21%)


Note: In the cases of mod_arm on and phparm, the system had reached maximum capacity.

Table 2: Response Time Measurements

	Module
	Mean Response Time (sec)
	Error (%)

	OpenSTA
	0.044527
	-

	mod_log_firstbyte
	0.0201
	55

	mod_arm
	0.03695
	17

	phparm
	0.014312
	68


Note: These measurements were taken on a congested system with the CPU constantly running at capacity.

5. Discussion

One of the more important criteria for adoption of ARM is that it use negligible resources. As we can see from Table 1, that is not the case. Not only does Apache have significantly increased overhead, but also the resources consumed by the ARM agent (in this case OVPA) have increased even more dramatically. One of the nice things about this implementation is that it can be selectively disabled. The extra resources consumed when disabled, although not negligible, are tolerable. With program optimizations, this could be improved even further.

When the response times are examined, the simple mod_log_firstbyte turns out to be quite disappointing. While it hooks into the processing stream as soon as the connection is established, it jumps out of the stream too early to be a good measure of application performance. This could be improved by dropping out of the processing stream later in the process. In the case of mod_arm, measurements are ended when the Apache program starts writing its log entries for the object. A similar modification to this module would give you a good measure of application performance without the overhead of ARM collection. In cases where multi-tier or multi-transaction measurements are not required, this might be a good alternative.

Similarly, adding PHP bindings to the arm calls is insufficient for accurate measurement. In fact, the disparity between the mod_arm and phparm measurements reinforces the need for instrumenting the application environment instead of just the application. In the case of web pages and scripts, the delay is due to overhead from the Apache and PHP environments and is not network induced. It is still useful for instrumenting sub-transactions, such as the amount of time required to complete database requests and similar off-server requests. When combined with mod_arm, this becomes a very complete ARM instrumentation.

While mod_arm is certainly the best of the measurement tools used in the study, there is still a significant amount of error. Unlike mod_log_firstbyte, mod_arm does not hook into the processing stream at the time the connection is first established. While this could be done, it would not allow the Apache server to selectively instrument specific portions of the site, as there is no way of knowing which configuration directives would apply at this point. If mod_arm were to measure the elapsed time instead of relying on the ARM agent for this measurement, and reporting the measurement as a whole, this would improve the accuracy. Unfortunately, the ARM 2 standard does not support this. Doing it in this way would require using non-standard extensions (OVPA allows this), or waiting for ARM 4 implementations.

6. Future Development

mod_arm

While mod_arm is useful in its current form, there are a number of improvements that can be made. Several program optimizations are possible which will help reduce resource consumption. For example, it would be possible to register an application on server startup rather than waiting for the first object reference.

Additional parameters would help make the module more selective in the transactions it instruments. As an example, it may be possible to instrument requests made from specific IP addresses. This would be useful when using synthetic transaction generators to measure application response. Similarly, it would be possible to specify a measurement percentage, such as measuring every Nth request.

As ARM 4 implementations become available, they should be used with mod_arm (or perhaps a new module mod_arm4). This would allow for more precise measurements started earlier in the processing chain.

The current implementation does not generate correlators. Information such as the client IP address and port numbers would be useful for measuring specific transactions, especially in a multi-tiered environment.

The build environment needs to be improved to allow the module to be built on a wider variety of platforms. At the moment, it is designed to work in an x86 Linux environment. Tools such as autoconf and automake could be used to achieve this.

phparm

The current implementation of phparm is really just at the proof of concept stage. As a concept, it works well, but only when used in conjunction with mod_arm. To this end, the integration could be greatly improved. For example, the application could be registered by mod_arm, with the application identifier being made available to the PHP programmer for use with sub-transactions. Correlators should be made available as well.

This would also allow for selective measurements using the mod_arm directives. Programmers designing for this application environment will not have to worry about the performance penalties involved in instrumenting their applications, as the ARM measurements could be disabled or enabled at the system managers discretion.

ARM 4

Maybe it is time to produce an open source implementation of an ARM environment. Just a thought.
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